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What will you learn in this module? 
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▪ The lesson deals with the digital communication in the construction sector
▪ Introduction on digital communication 

- Understanding digital communication tools: tools and modes
- Netiquette among branch staff

▪ Branch specific platforms
       - Platforms as a paradigm shift

- Digital Communication through BIM
- Digital Communication through AR/VR

▪ Data security requirements among construction stakeholders
- GDPR in the construction sector
- Data security in the construction sector
- Cybersecurity challenges in the construction industry

▪ Proper use of social media
- Social Media Strategy and Marketing: general implications
- Potential benefits of social media for construction organisations
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A1. Understanding digital communication tools: tools and modes

Digital communication is any type of communication that relies on the use of technology and commonly referred as
digital communication channels. These include email, phone calls, video conferencing, and many types of instant
messaging like SMS and web chats. Even blogs, podcasts, and videos are considered forms of digital communication.
This section will focus specifically on modes and tools in order to provide the context for the upcoming information.

Modes: 
Modes of communication refer to 
two aspects: spatiality and 
synchronicity.

Source: 
https://www.6amgroup.com/inter
nal-communication-tools-to-keep-
your-event-team-organized/

Tools:
Tools refer to the means of 
communication, for example: instant 
messaging (IM), email, social media, and 
bulletin boards.
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A2. Netiquette among branch staff 

Netiquette is a broad concept that captures the sense of morality and ethical values that are applied to the online
world. In this section there will be analyzed the concept of netiquette and its rules.

Source: https://medium.com/@robinnhaa/module1-netiquette-9525eb4f8983

Netiquette: online communication skills

Netiquette: rules for online communication

https://www.youtube.com/watch?v=S8D9Nm9_WHA
https://www.youtube.com/watch?v=kjjXXO_eG7w
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B1. Platforms as a paradigm shift

Construction projects are complex and organisationally characterised by a high degree of fragmentation.
Need for clear communication and collaboration between the project participants in order to ensure project’s
success.
Advances in communication technologies have enabled construction project members to supplement face to face
(FTF) communication with methods based on computer mediated communication (CMC).

Source: https://www.linkedin.com/pulse/traditional-approach-vs-bim-varunkumar-sagarkar-igbc-ap

Tools that are used in construction sector:
• Building Information Modelling (BIM)
• Virtual Reality (VR) / Augmented Reality (AR)

The emergence of modern design software + other communication tools
enables designers to undertake collaborative design while being geographically
remote from one another.



B. Branch specific platforms 

Digi-CVET

B2. Digital communication through BIM

BIM has the potential to improve communication in
the construction industry and this section is
dedicated to its theoretical and practical
implications.

2.1 Theoretical background: BIM
2.2 BIM Communication Protocols (Open & Closed 
BIM)
2.3 Communication of BIM data (data types, input & 
output data) 
2.4 BIM and Project Communication Networks 
(communication between stakeholders, data 
exchange between phases) 

https://www.researchgate.net/figure/Communication-and-collaboration-utilizing-BIM-Aouad-Arayici-2010_fig1_336364444
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B2.1 Theoretical background: BIM

Communication issues in construction industry are an important matter due to their direct influence on quality of 
works. Digital support such as BIM software could provide assistance in increasing transfer of information between 
parties that work in the design and use phase (Dubas & Pasławski 2017). With BIM, project team actors can work 
together in a shared environment, existing of a 3D model and other tools. 

Source: https://www.researchgate.net/figure/Information-
Communication-Model-of-BIM-Tekla-2016_fig1_324780674

Does BIM improve project 
communication?

BIM on practice - BIM and 
communication

https://www.youtube.com/watch?v=fpYul613gKw
https://www.youtube.com/watch?v=NanQYwFW68k
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2.1 Theoretical background: BIM

Source: https://d3i71xaburhd42.cloudfront.net/3f8e014b77430efbdd7bc0a949c333a5b16e839d/7-Figure4-1.png

Building Understanding: BIM for communication

https://www.youtube.com/watch?v=9UJTtY5DJ1w
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2.2 BIM Communication Protocols (Open BIM)

Open BIM communication protocol

Open BIM is a collaborative process that is inclusive of all
participants, promoting interoperability to benefit
projects and assets throughout their life cycle.

➢ Model data and information are easily traded between
software systems.

➢ Provides a common language for the exchange of
information within a multidisciplinary project team.

➢ It is based on standard formats – such as IFC–
information can be easily used in different applications to
streamline workflows and minimize errors

Source: https://www.researchgate.net/figure/Information-Communication-Model-of-BIM-
Tekla-2016_fig1_324780674

What is openBIM?

https://www.youtube.com/watch?v=H7t7s4O7-Ls
https://www.youtube.com/watch?v=9hP99bG08jk


B. Branch specific platforms 

Digi-CVET

2.2 BIM Communication Protocols (Closed BIM)

Closed BIM communication protocol

Closed BIM is a BIM environment where the same
software of a BIM application is used by all key project
stakeholders.

➢ Collaboration within a defined software environment
based on native data formats and distinct processes

➢ Requires the user to license a specific software solution
and train users

➢ Data is stored in a native format that can only be
accessed by the application from which it was created

Source: https://cdn-resources.accasoftware.com/accasoftware/images/open-bim-vs-closed-
bim/what-is-difference-between-bim-openbim.jpg
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2.3 Communication of BIM data (data types, input & output data)

Within the BIM model, two different types of data are needed: input data and output data.

INPUT DATA
➢ Input data is required in the design stage 
➢ It relates to products and components which are 
to be used in the building
➢ This data needs to contain parameters, visuals, 
and specifications

* IFC stands for Industry Foundation Classes and is the open and neutral data format for the exchange of BIM data. The standard can be used by several partners in the building chain with different software.

OUTPUT DATA
➢ Output data is required after the design stage
➢ Can be done in software-specific files

BUT
➢ Output data files open like IFC*

BIM Data: Why argue file types?Interoperability in BIM and data exchange

https://www.youtube.com/watch?v=yDv94Z32bhw
https://www.youtube.com/watch?v=3BJmVb8XpGQ
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2.4 BIM and Project Communication Networks (communication between stakeholders, data exchange

between phases)

For a good communication with BIM, clear objectives should be communicated 
between stakeholders*

A well-considered and suitable design 

Reduce costs and improve efficiency in the operation phase, e.g. by the 
placement of departments and wayfinding

*The project stakeholders can be architects, engineers, (sub)contractors, but also new roles that emerge due to BIM, such as BIM managers and BIM designers. Existing roles of project actors, such as architects, can also 
change because e.g. different technical BIM related skills are required. BIM can be used for information management between these different roles of the design team and the client and its endusers. 

READ MORE about BIM use to exchange information and 
its challenges here.

https://www.researchgate.net/publication/342082789_BIM_for_Improved_Project_Communication_Networks_Empirical_Evidence_from_Email_Logs
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B3. Digital communication through VR/AR
This section is dedicated to the digital communication
enabled by Virtual and Augmented Reality
interpretation in the construction sector. A general
overview as well as specific branch-oriented
information will be provided.

3.1: Theoretical background: Augmented Reality 
- Definition of Augmented Reality (AR)
- AR implications in construction

3.2: Theoretical background: Virtual Reality 
- Definition of Virtual Reality (VR)
- VR implications in construction 

Source: Wen, J., & Gheisari, M. (2020). Using virtual reality to facilitate communication in 
the AEC domain: A systematic review. Construction Innovation.
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B3. Definition of Augmented Reality (AR)

Source: https://constructionblog.autodesk.com/augmented-reality-ar-construction/

AR in construction 
➢ It can be used to display details and elements on the 

construction plan

➢ All parties involved succeed in creating a deep 
understanding of the project, by visualizing working 
models

High-accuracy Augmented Reality for civil construction 
projects

What is Augmented Reality (AR) in 60 seconds

https://www.youtube.com/watch?v=8TER9NOIbDY
https://www.youtube.com/watch?v=XPNUmcEOYW0
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B3. AR implications in construction

Key advantage: the combination of documentation and digital information.
It enables employees, architects, engineers and customers alike to regularly monitor the process on the

construction site. Another option is to perform construction measurements and gauge project efficiency.

Source: Wen, J., & Gheisari, M. (2020). Using virtual reality to facilitate communication in 
the AEC domain: A systematic review. Construction Innovation.

➢ Visualizing project information in real time

➢ Encouraging team members communication

AR ensures that all team members communicate and are utilized in the best possible way.

AR technology can be used in project presentations, for progress capture, for enhanced communication, for
better safety, and when construction training is needed.

➢ Progress capture



B. Branch specific platforms 

Digi-CVET

B3. Definition of Virtual Reality (VR)

Source: https://www.pbctoday.co.uk/news/planning-construction-news/vr-in-
construction/57709/

VR in construction 
➢ The use of Virtual Reality in the construction industry gives 

managers as well as other employees a clear, more realistic 
view of what to expect on the job site.

What is Virtual Reality (VR) in 60 seconds

Virtual Reality in construction industry

1. What are the major challenges of the construction industry
2. What are the benefits of VR in the construction industry 
3. How VR works for new buildings construction
4. Top 5 VR softwares

What Is Virtual Reality (VR) In 60 Seconds
https://www.youtube.com/watch?v=ZRqU7Ni7Owo
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B3. VR implications in construction-communication aspect

This type of non-verbal behaviours, which usually include eye contact, distance, body orientation, movement,
facial expression, gestures and selected features of the spatial environment, can encourage social
exchanges and improve interaction efficiency in virtual settings

Source: Wen, J., & Gheisari, M. (2020). Using virtual reality to facilitate communication in the AEC domain: A systematic review. Construction Innovation.

➢ Supports visual communication

➢ Avatar’s potential 

VR environment also supports visual communication by providing shared virtual workspace for exchanging
drawings, models, and other files synchronously. An Avatar is a digital human in a virtual world operated by a
live participant (Eiris and Gheisari, 2017).

Utilizing VR for construction as a coordination & communication tool 

https://www.youtube.com/watch?v=qR8YdTs3mRc
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C1. GDPR in the construction sector

C2. Cybersecurity challenges in the construction industry
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C1. GDPR in the construction sector

The construction industry is using vast amounts of personal
data which is normally part of a building project’s
development. This section will provide knowledge on the
rationale of GDPR as well as on current implications in the
construction sector.

1.1: Theoretical background: GDPR 
1.2: Basic principles, objectives, and policy    

framework
1.3: GDPR implications in the construction sector       Source: https://www.letsbuild.com/blog/gdpr-in-construction  
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1.1: Theoretical Background: GDPR

➢ The GDPR may be an EU mandate, but it impacts every country

➢ GDPR requirements applies to virtually all kinds of personal data

➢ GDPR compliance requires you to respect users have 8 basic rights
regarding personal data and data privacy

➢ The regulation was put into effect on May 25, 2018.

Source:https://bookcreator.com/privacy-policy/gdpr/

What is the GDPR?

https://www.youtube.com/watch?v=Assdm6fIHlE
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1.2: Basic Principles & Objectives

Source: https://i0.wp.com/i.pinimg.com/originals/1d/4a/fb/1d4afbb007876691aad6d1276fc56600.jpg?resize=160,120  
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1.3: GDPR implications in the construction sector 

Specific examples of an exchange of personal data in a construction project may include:

➢ a local authority passing on personal details of a property occupant on to a property maintenance contractor
that it engages

➢ an employer providing a contractor with details of its suppliers in order for the contractor to procure materials;
and

➢ a housebuilder employer asking a contractor to rectify defects to a property that is already occupied; and/or
the request from the home office, or immigration enforcement officers regarding working/VISA status of the
individuals working on the construction site.

GDPR – is it relevant to the construction industry?

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Construction_And_Engineering/Foundations-uk-article-gdpr-april-2018
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2. Cybersecurity Challenges in the Construction Industry

This section will provide detailed information
about the concept of cybersecurity and
specific types of digital threats and mitigation
strategies.

Source: https://www.researchgate.net/figure/Data-exchange-pathways-in-a-
conventional-construction-project_fig1_303383399

2.1: Theoretical Background: the concept of cybersecurity
2.2: Paradigms of digital threats: analysis
2.3: Elaboration on industry-specific risks

- The role of cybersecurity in construction
- Cybersecurity risks in construction
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2.1: Theoretical Background: The concept of Cybersecurity

Cybersecurity is the application of technologies, processes, and controls to protect systems, networks, programs,
devices and data from cyber attacks. It aims to reduce the risk of cyber attacks and protect against the unauthorised
exploitation of systems, networks, and technologies.

What is the cybersecurity?

8 Most Common Cybersecurity Threats

https://www.youtube.com/watch?v=GT0daScxO18
https://www.youtube.com/watch?v=Dk-ZqQ-bfy4
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2.2: Paradigms of digital threats: Analysis

Malware - Security Awareness Video

Malware
Malware means malicious software. One of the most common cyber threats, malware is software that a
cybercriminal or hacker has created to disrupt or damage a legitimate user’s computer. Often spread via an
unsolicited email attachment or legitimate-looking download, malware may be used by cybercriminals to make
money or in politically motivated cyber-attacks.

There are a number of different types of malware, including:
➢ Virus
➢ Spyware
➢ Botnets

https://www.youtube.com/watch?v=pbG0JGY2U00
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2.2: Paradigms of digital threats: Analysis

Phishing
Phishing is when cybercriminals target victims with emails that appear to be from a legitimate company asking for 

sensitive information. Phishing attacks are often used to dupe people into handing over credit card data and 
other personal information.

Man-in-the-middle attack
A man-in-the-middle attack is a type of cyber threat where a cybercriminal intercepts communication between two 
individuals in order to steal data. For example, on an unsecure WiFi network, an attacker could intercept data being 
passed from the victim’s device and the network.

Man-in-the-middle attack
A man-in-the-middle attack is a type of cyber threat where a cybercriminal intercepts communication between two 
individuals in order to steal data. For example, on an unsecure WiFi network, an attacker could intercept data being 
passed from the victim’s device and the network.

What Is A Man-in-the-Middle Attack?

How To Recognize and Avoid Phishing Scams in 2022

https://www.youtube.com/watch?v=DgqID9k83oQ
https://www.youtube.com/watch?v=Yz0PnAkeRiI
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2.3: Elaboration on industry-specific risks

Cyber security is a growing challenge, and the pandemic has amplified the need for the construction sector to
have a robust cyber risk strategy. Many firms have started using Internet of Things (IoT) technologies. As helpful
as these devices are, they also expand these companies’ attack surfaces. Similarly, construction teams have
moved from paper workflows to the cloud, introducing new vulnerabilities.

A recent Forrester survey (January
2020) revealed that more than
75% of respondents in the
construction, engineering and
infrastructure industries had
experienced a cyber-incident
within the previous 12 months.

Cyber Security for the Construction Industry

https://www.youtube.com/watch?v=12scPoR4-C8
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D1. Social Media Strategy and Marketing: General Implications 

D2. Potential benefits of social media for construction organisations
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1. Social Media Strategy and Marketing: General Implications 

Social Media can be considered as a strategic tool for corporate communication that can enhance stakeholder
participation and engagement. This section will be dedicated on the concept social media strategy and its benefits as
well as will provide guidance on its development.

1.1. Social Media Strategy and Marketing:
General Implications
1.2 Potential benefits of social media for
construction organisations

Source: How to Create a Social Media Marketing Strategy in 9 Easy Steps
https://blog.hootsuite.com/how-to-create-a-social-media-marketing-plan/
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1. Social Media Strategy and Marketing: General Implications 

Source: https://digitalschoolofmarketing.co.za/social-media-marketing-
blog/how-to-formulate-your-social-media-marketing-strategy/

A social media strategy is an outline of the
content that your business will post, the
responsibilities of your social media team,
and the social media channels you will use to
promote your business

Digital Marketing Strategies

How to Create a Marketing Plan

https://www.youtube.com/watch?v=NNxzzzJ_qsw
https://www.youtube.com/watch?v=4ti_uK60nLk


D. Proper use of social media

Digi-CVET

2. Potential benefits of social media for construction organisations

Benefits:
- Knowledge management
- Business development
- Marketing/advertising
- Brand and industry awareness

The construction companies are using social medial for the following applications: 
➢ recruitment
➢ disseminating company’s and/or projects’ news
➢ client networking
➢ brand awareness
➢ showcasing innovations

Use of social media in construction 
industry: A case study

How to grow a construction company 
on Social Media

Social Media Marketing for Construction 
Companies: build a dialogue with your 
market

https://www.researchgate.net/publication/299394644_Use_of_social_media_in_construction_industry_A_case_study
https://www.researchgate.net/publication/299394644_Use_of_social_media_in_construction_industry_A_case_study
https://www.youtube.com/watch?v=RYCStaGaTFU
https://www.youtube.com/watch?v=jfoPZhZFQwo
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Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not
necessarily reflect those of the European Union or the European Education and Culture Executive Agency (EACEA).
Neither the European Union nor EACEA can be held responsible for them.

Licensed under Creative Commons

This work is licensed under a Creative Commons Attribution – NonCommercial – Sharealike 4.0 International License.
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